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RE: Instructions on Separation of Certain Foreii^ 

Cqunter ^ncelliaence and Criminal Investiaationa 



The United States Attorney's Office for the Southern 
District of New York and the FBI have been conducting criminal 
investigatione of certain terrorist acta, including the bonvblpcj 
of the World Trade Center, and potential obstruction of the 
indicted case of pnited States y._Aahman. et al . IJuring the 
course of those Investigatione significant counterintelligence 
information has been developed related to the accivltles and 
plans of agents of foreign powers operating In this country and 
overseas, including previously unknown connections between 
separate terrorist groups. Although information and evidence 
relevant to possible future criminal prosecutions ie stiJl being 
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eought. It haa become overwhelmingly apparent that there is a 
compelling need to further develop and expand that foreign 
counterintelligence information. Conseq-jently , the F*BI has 
initiated a separate full field counterintelligence 
investigation. 

Although the counterintelligence inveatlgation may result in 

the incidental collection of information relevant to possible 
future criminal proeecutiono , the primary purpoe* of the counter- 
intelligence investigation will be to collect foreign 
counterintelligence information. Because the counterintelligence 
investigation will involve the use of surveillance techniques 
authorized under the Foreign Intelligence Suarveillance Act <FJSA) 
against targets that, in some instances, had been subject to 
surveillance under Title III. and because it will involve some of 
th« same fiources and targets as the criminal investigation, w« 
believe that it la prudent to establish a set of instructions 
that will clearly separate the counterintelligence investigation 
from the more limited, but continued, criminal investigations. 
These procedures, which go beyond what is legally required, will 
prevent any risk of creating an unwarranted appearance that FISA 
is being used to avoid procedural safeguards which would apply in 
a criminal investigation. 

(1) The focus of the Foreigrt Counterintelligence (FCI> 

investigation will be on preventing future terrorist acta 
and obtaining foreign counterintelligence information about 
the individuals and groups engaging in, or preparing to 
engage in. terrorist activities in the United states and 
abroad . 

<a) The criminal investigations will focus on the indicted case* 
of pnlted Sr -j itea v. Yousef . et al . and ynitffd StftttS V. 
Rahman, et al . . and the potential obstruction of the Ealimaa 
caae. The criminal investigations will also focus on the 
conspiracy to bomb United States airlines recently uncovered 
in the Philippines and the bombing of a Philippine airliner. 

(3) No 'prq-active* Investigative efforts or technical coverages 
are presently contemplated in any of the ongoing criminal 
investigations, which primarily focus on past criminal 
conduct, with the exception of the obstruction 
investigation. If in the future, the criminal 
investigations develop information xsquiring 'pro- active" 
efforts or technical coverages, the United States Attorneys 
Office tUSAO) and the criminal agents will consult with the 
Office of Intelligence Policy and Review (OlPJt) , and the FCI 
agents before undertaking such efforts, absent exigent 
circumstances, in order to determine the impact, if any, on 
the FCI investigation. 
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Mf BUbjectB, who are prcBencly under pen register 
ByrveTllance in the crlrr.lnal investigation, will be 
investigated as FCT aulsjecta under the FCI guidelines using 
ali available techniques, including FISA, without any 
direction or control by the OSAO, Southern District of 
Kew York or the criminal Divlfiion# Department of Justice. 
The current pen registers will be discontinued before any 
FI£A-authorlzed fiurvelllances are initiated. 

FBI 

reports, fncludlng 302 's from 

will be prepared as follows: 
iniormation reiatmg to the aforementioned indicted 
cases and investigations, including the obstruction case 
will be segregated into separate reports which will be 
provided to the USAO, OIPR, and the Criminal Division. All 
foreign counterintelligence inforroation {including all 
foreign counterintelligence relating to future terrorist 
activities) will be in elaasified reports which will be 
provided to OIPR, but will not be provided either to the 
criminal agentSj the USAO, or the Criminal Division, without 
Federal Bureau of Investigation Keadqfuarters and OlfK 
concurrence > The FBI agent responsible for handling the 
^■■■■■■V will rerr.ain involved in the on- going trial of 
ffi^e^^faffs V. Rahman , but will otherwifle be assigned to 
the foreign counterintelligence investigation and report to 
foreign counterintelligence supervlaarii . 

Foreign counterintelligence collected during the course of 
the FCI investigation will be disseminated pursuant to FBI 
guidelines and FJSA; If, in the case of the FCI 
investigation, facts or circumatancee are developed that 
reasonably indicate that a significant federal crime has 
been. Is being, or may be eoramitted, the FBI and OIPR are 
each Independently responsible for notifying the USAO and 
the Criminal Dlvlsien. Kotlce shall Include the facts and 
circumstances developed during the PCI investigation that 
supplied the indication of significant federal criminal 
activity, whether or not such activity relates to the 
indicted cases or criminal investigations referred to in 
subparagraph (2) above. An Aasistant United States Attorney 
(AUSA) from the Southern District of Hew York who has 
knowledge of, but no active involvement in, the on-going 
criminal inveatigationa , will continue to be aaeigned to 
work with OIPR and the FCX agents to review ouch foreign 
intelligence information to ensure that evidence that might 
be exculpatory to any defendants currently under indictment 
ia promptly considered for dJ aaeminatlon to criminal 
investigative personnel, the USAO, and the Criminal 
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Divifiion. Thi« AUSA will also serve to ensure, in 
conjunction with the FBI and OJPR, that information which 
reasonably Indicatea that a Bigi^ificant federal crime has 
been, ia being, or may be committed is appropriately 
disseminated to criminal Investigative personnel* the USAO. 
and the Criminal Division pursuant to the procedures sec 
forth above. That AUSA will continue be "walled off" 
from participation in the on-going critninal investigations 
and cases and will continue to abide by all PISA 
dissemination provisions and guidelines. 
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Ssntheni District of New York United Stat^ Attorney 
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June 13, 1995 

XBKORANDUU 

The Honorable Janet Reno 
Attorney General 

Mary Jo White M^^^ 
United states Atuorney for trie 
Southern District of New Vork 

Instructions Re FI and FCI Investigations 

I believe (eubjeot to oonf irniation) that Mike Vatla and 
Gil chilclors have worked out aooeptable inetruotione for FI and 
FCI inveiitlgatione in the Southern Dletriot of New York. 

You have also asked whether I an generally comfortable 
with the instructions, it is hard to be totally comfortable with 
instructions to the FBI prohibiting contact with the United 
States Attorney's Offices when such prohibitions are not legally 
required. These instructions leave entirely to OIPR and the 
Criminal Division when, if ever, to contact affected U.S. 
Attorneyn on investigations including terrorism and espionage, 
vniile I understand the need for centralization and control/ this 
mechanism outs out the U*S. Attorneys until the criminal Division 
decides vdth FBI Headquarters to open up a criminal 
inveetigeition. Our experience has been that the FBI labels of an 
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Inveatiga-tibn as intelligence or law enforcement can be quite 
arbitrary,; depending upon the pereonnel involved and that the most 
effectiv*!: way to combat terrorient is with as few labels and walls 
as possible so that wherever pemiasible, the right and left 
hands ar«i communioating* 

As a legal natter, whenever it is permissible for the 
Criminal Division to be in contact with the FBI, it is equally 
permissil'le for the FBI to be in touch with the U.S. Attorneys' 
Offices. To be sure, the tighter the controls are on such 
contacts (l.fi. , limiting them to the Criminal Division) , the 
lower tho risk of improper or FISA-vulnerable contacts. Hence, I 
understard not wanting to have the FBI automatically contact all 
affected U.S. Attorneys' offices whenever they contact the 
Criminal Division, But there should be that obligation on the 
criminal Division so that U.S. Attorneys are made aware of 
potential criminal activity in their districts at the earliest 
possible — and permissible — time. We have a few changes that 
we belie^ie would accomplish this very modest compromise from the 
viewpoint: of the U.S. Attorneys s 

1. "Unless otherwise specified by the Attorney 
General" should be added to the first sentence. This wo\lld allow 
for carv<i-outs for specific situations in specific districts. 
(Mike Vat is has, I belisve, agreed with this.) 

2. The approval required before the FBI oontaots the 
U.S. Attcrney^a office should be limited to that of OIPR and not 
include the Criminal Division. That would seem to burden unduly 
the notiiiicat ion mechanism and adds little if anything to the 
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safeguarding of FZSA. Accordingly, in paragraph A. 2. tha 
followinqr words should bo strickan from the first seniienca, "the 
Criminal Division and." A new sentence should be inserted after 
the f irsi:, stating, *'Ths FBZ and OIPR each independently shall 
notify tt.a Criminal Division of any such contacts . " 

3 . In a PISA invsstigation, onoe' the Criminal 
Division has concluded that criminal law enforcement concerns 
exist thii. affected U.S. Attorney's Office should be notified. 
Accordin<;'ly, in paragraph A. 3. the following new sentence should 
be added after the first sentence. "The Criminal Division shall 
contact i:he pertinent U.S. Attorney's off ice (s) as soon 
thereaftiir a« possible.'* 

4. In the last sentence of paragraph A. 8. the word 
"should" should be replaced with the word "shall." 

5. In paragraph A. 9. the words "the United States 
Attcrneyii," should be added between "Criminal Division" and 
"OIPR," 

(S. In investigations where PXSA and related 
investigtitive efforts have not yet been undertaken the affected 
U.S. Attorney's Office should be included earlier in the process. 
Accordinqly, the following sentence should be added at the 
conclusicn of paragraph B.I., "The criminal Division shall 
contact the pertinent U.S. Attorney's Office(s), as soon 
thereaftiir as possible." 

7. In paragraph B.3. the pertinent U.S. Attorney's 
Offices £(hould be included in the notification the Criminal 

- 3 - 



Division naJcas to th« FBI and OtTR. 

8. In tii9 last sentanca of paragraph B.6. tha word 
"should" should b« replacsd with the word "shall*" 

9. 2n paragraph B.8. ths words "the United states 
Attornsyti. "should b« inserted between "Criminal Division" and 
"OIPR". 

A narked-u|> copy of the inetruotions with these 
proposed changes is attachsd. 

Thank you for your consideration. 



M.J.W. 

Attachmert 

cot Mikti Vatis 
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(Sffiff trf t{]f Attarncg (Senr ral 



memqrani :lim 

TO I Assistant Attorney Oenerftli Critnina]. Division 

Director, FSI . 
Counssl for Intelligence Policy /jUn..-^^ 

The Attorney General J^i'^^fl^ V 4k 

Procedures for Contacts Between the FBI^jHidtheVW;^^^ 
Criminal Division Concerning Poreigirlntelligence 
Foreign Coxinterintelliqence IiivtffftioationB 



FROM! 
SUBJECT : 



Thii procedures contained hereinlCapply to foreign 
intellici'snce (FX} and foreign counterintelligence (FCl) 
inveaticjations conducted by the FBI, including investigations 
related' to espionage and foreign and international terrorism. 
The pur]: ose Of these procedures is to ensure that FI and FCI 
investiij-ations are conducted lawfully, and that the Department's 
criminal and intelligence/oounterintelligence functions ere 
properly coordinated. 

A* £a;:.tflcti Puring in FI or TCI invoBtAgfttAQn in Which FISA 

aurveillanea or fiaarehait ara Beino Conduetad 

1. If, in the course of an PI or FCI investigation 
utilizing electronic surveilltnee or phyiioal ■•arches under the 

Foreign Intelligence Surveillance Act (FISA) , facts or 
circumstances are developed thiit reasonably indicate that a 
significant federal crime has been, is being, or may be 
committ>itd, the FBI and OIPR each shall independently notify the 
CriminaJ. Division. Notice to the Criminal Division shall include 
the fact.s and elreumstances developed during the investigation 
that support the indication of significant federal criminal 
activity. The FBI shall inform OIPR when it initiates contact 
with th'it Criminal Division. After this initial notification, the 
Criminal. Division shall notify OIPR before engaging in 
BtJDstant.ive consultations with the FBI, as discussed in paragraph 
5, belo'ir, ' 

2. The FBI shall not contact a U.S. Attorney's Office 
concern;.ng such an investigation without the approval of the 
■gytmilint i ii Pl iriii-irtin nert OIPR^ In exigent circumetances, where 
'immediate 'contact 'With a UTfi. Attorney's Office is appropriate 
because of potential danger to life or property, FBIHQ or an FBI 
field ol!f ice may make such notification. The Criminal Division 



' and CIPR •hould be contacted and advised of the circunstancee of. 
Che invetftigfttion and the factv surrovLndlng the notification ae 
•oon as {>QS«ibI«. 

3. X£ the Criminal Dlviiion concludes that the information 
provided by the FBI or OXPR raises legitimate and significant 
criminal law enforcement concerns, it shall infprm the FBI and 
OIPfi.-j KTIiereafter. Che FBI may consult with the Criminal Division 
concerning the investigation to the extent described in 
paragraphs 5 and 6 r below . i 

4. The FBI fthall maintain a log of all contacts with the 
Criminal Division, noting the time and participants involved in 
any contact, and briefly summarizing the content of any 
communication. 

5. The Criminal Division shall notify OIPR of , and give 

01 PR the opportunity to participate in, consultations between the 
FBI and Criminal Division concerning an FI or FCI investigation. 
If OIPR Lb unable or does not desire to participate in a 
particular consultation, the Criminal Division will, after the 
consultaiion takes place, orally infosm OIPR of the substance of 
the comxt-jinication in a timely fashion. 

6. Consultations between the Criminal Division and the FBI 
shall be limited in the following manners The FBI will apprise 
the CrircLnal Division, on a timely basis, of information 
develope-i during the FI or FCI investigation that relates to 
significint federal criminal activity. The Criminal Division may 
give guiaance to the FBI aimed at preserving the option of a 
criminal prosecution. {For example, the Criminal Division may 
provide idvice on the handling of sensitive human sources so that 
they would not be compromised in the event of an ultimate 
decision to pursue criminal prosecution.) The Criminal Division 
shall nc:, however, instruct the FBI on the operation, 
continuation, or expansion of FISA electronic surveillance or 
physical searches. Additionally, the FBI and Criminal Division 
should easure that advice intended to preserve the option of a 
criminal prosecution does not inadvertently result in either the. 
fact or Che appearance of the Criminal Division's directing or 
controlling the FI or FCI investigation toward law enforcement 
objectives. 

7. In a FISA renewal application concerning such an 
investigation, OIPR shall apprise the Foreign Intelligence 
Surveillance Court (FISC) of the existence of, and basis for, 
contactEi between the FBI and Criminal Division, in order to keep 
the FISC informed of the criminal justice aspects of the ongoing 
investigation. 
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8 . in the event the Criminal Division eoncludee thst 
eircumjitances exiat that indicate the need to conaider initiation 
of a c:riminal inveatigation or proaecution, it ahall immediately^ , 
notify OIPR. The Criminal Division and OIPR jOie ul e i , contact the /c.U^t 
pertintmt U.S. Attorney'* Office aa aeon thereafter ae poaaiLle.^ 

9 Any diaagreament among the Criminal DJ.Vliiio'n'.rbi'i'R, and 
the FB:: concerning the application of thaae procedures Tn a 
particular case, or concerning the propriety of initiating a 
criminal investigation or preieeutionf shall be raieed with the 
Deputy Attorney General. 

B> Contacts Durino an PI or rci InvaBtiaatien in Which Ko gISA 
Survaillanea or flasrehaa Are Be^no Conduetiid 

1. If, in the oourae of an PI or FCI investigation in 
which iriSA electronic aurveillance or phyaioal searcheB are nsl 
being conducted, facta or circumstancea are developed that 
reaaoniibly indicate that a significant federal crime has been, ia 
being, or may be committed, the FBI ahall notify the Criminal 
Division. Notice to the Criminal Division shall include the 
facta tind circumstances developed during the investigation that 
Buppon: the indication of significant federal criminal activity. 

■ — " • • — — ■ .. 

2. The FBI shall not contact a U.S. Attorney's OfHce 
concerring such an invafltiga"tron without the approval of the 
Crimimil Diviaion, and notice to OIPR. In exigent circumstances, 
where immediate contact with a U.S. Attorney's Office is 
appropj:iate because of potential danger to life or property, 
FBIHQ c:r an FBI field office may make such notification. The 
Criminiil Division and OIPR ahould be contacted and advised of the 
circumiitancea of the investigation and the facta surrounding the 
notification as soon ae possible. 

* . * 

3. If the Criminal Division concludes that the information^_^_^ 
provid€td by the FBI raises legitimate and aignifi cant criminal / g^^iL , 
law enforcement concerns, it shall notify the FBI/and C!^k.io^^iJ;^v^«^e^x 
Thereafter, the FBI may consult with the Criminal Diviaion Aj e ^u-fecti' 
concerning the investigation. ir . 

4. The Criminal Division will be responsible for orally 
informing OIPR of its contacts and oonsultationa with the FBI 
concerning such an investigation. 

5. The FBI shall maintain a log of all contacts with the 
Crimini.l Division, noting the time and participants involved in 
any coi..tact, and briefly summarising the content of any 
communication. 

6. In the event the Criminal Division concludes that 
circums cancet exist that indicate the need to conaider initiation 
of a criminal investigation or preBacution# it shall immediately 

^ofr\(t^[s 0^r<<^^&'] Soon f(\ece.tf"^€r <ts. ^oss'^bU. 



notify o::pr. The Criminal Diviaion and OIPR afcowld contact: ;:he - 
pertinent. U.S. Attorney 'b Office ae eoon thereafter aa poseible. 

7. If, during an FZ or FCI invest igat ion, a FlSh 
electronic surveillance or search is undertaken after the FBI has 
consulted with the Criminal Division/ the procedures set forth in 
section Jk., above, shall apply. 



Division, 'ipIPR, and 



8. Any disagreement among the Criminal ui.^i»i.vu, 
the FBI concerning the application of these procedures in a 
particular case, or concerning the propriety of initiating a 
criminal investigation or prosecution, shall be raised with the 
Deputy AUtorney General. 
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U. S, Dq}ai1nieDt of Justice 

Office of the Deputy Atiomey General 

Executive Office for National Security 
^ ^ JUN21 :il0:2 2 

Waihinnum. D C. 20530 ' 

June 19, 1995 . HECUi ivi. -L w 

MEMORANDUM FOR THE ATTORNEY GENERAL 
THROUGH: THE DEPUTY ATTORNEY GENE 

FROM: Michael VatisfV^ 

Deputy Director, Executive Office for National Security. 

SUBJECT: Procedures for Contacts between the FBI and the 

Criminal Division Concerning Foreign Intelligence and 
Foreign Counterintelligence Investigations 



Following my conversations with U.S. Attorney Mary Jo White 
and AUSA Gil Childers of the Southern District of New York 
regarding Mary Jo's first set of recommended changes to the draft 
procedures, Mary Jo has now sent you a second memorandum 
(attached at Tab A) proposing additional changes (some of which 
repeat proposals from her first memorandum). Mary JC s chief 
concern is ensuring that the draft procedures not affect the 
SONY'S existing terrorism cases and the existing instructions 
that we instituted to deal with specific overlapping FI and 
criminal investigations in that district. I assured Gil that 
these draft procedures did not affect the existing instructions, 
and told him that we could add language to the draft procedures 
to make this clear (see section 1, below) . In addition, I 
recommend sending a separate memo to the AAG, Criminal Division; 
the Counsel for Intelligence Policy; the Director, FBI; and the 
U.S. Attorney for the Southern District of New York specifying 
that these draft procedures do not affect the existing 
instructions governing PI investigations in the SDMY, A memo to 
that effect is attached at Tab B. 

Listed below are Mary Jo's additional proposed changes and 

my recommended responses. A revised draft of the procedures 
incorporating some of Mary Jo's changes is attached at Tab C. 

1. Mary Jo suggests amending the first sentence of the 
procedures to allow for "carve -outs" from the procedures for 
specific situations in specific districts . The first sentence 
would read: "The procedures contained herein, unless otherwise 
specified by the Attorney General, apply to foreign intelligence 
(PI) and foreign counterintelligence (FCI) investigations 
conducted by the FBI, including investigations related to 
espionage and foreign and international terrorism . " 




I recozmaend makixig^ tlxi0 change. As discussed above, this 
change, along with the memo at Tab B, would make clear that the 
existing instructions regarding the FI and criminal 
investigations in the SONY are not affected by the draft 
procedures . 

2. Mary Jo suggests that only OIPR's, and not Crim. 
Div.'s, approval should be required before the FBI contacts the 
pertinent U.S. Attorney's Office. 

I recommend rejecting this change. The draft procedures 
attempt to establish a collaborative process between Crim. Div. 
and.OIPR, and I would be reluctant to exclude Crim. Div. from 
this part of the decisionmaking process. Contrary to Mary Jo's 
suggestion, requiring Crim. Div.'s as wel3 as OIPR's approval 
should not be unduly burdensome, since the FBI will already be in 
contact with both Crim. Div. and OIPR, and both components will 
have been kept apprised of the progress Of the investigation. 

Furthermore, requiring Crim. Div.'s approval before 
notification of a USAO is entirely consistent with the revision 
of Chap. 90 of the U.S. Attorneys' Manual, which has been 
approved by the DAG and the AGAC (including Mary Jo) . That 
Chapter makes clear that the AAG, Criminal Division, shall 
supervise all criminal cases involving national security matters. 
It also provides that the AAG will notify the pertinent U.S. 
Attorney "as soon as possible" following the referral to Crim. of 
a criminal investigation regarding a national security matter. 
It follows that a USAO should not be notified of a national 
security investigation particularly one that has not yet 
developed into a criminal case — without the approval of the 
AAG, Criminal Division. 

3. Mary Jo suggests that once Crim. decides that "criminal 
law enforcement concerns exist" in a FISA investigation, the 
pertinent USAO should be notified. 

I recommend rejecting this change. Notifying the USAO as 
soon as law enforcement concerns exist but before Crim. thinks 
that the investigation should "go criminal" is simply too 
early. The purpose of the procedures is to allow criminal 
prosecutors to advise FBI agents on how to conduct an PI 
investigation without prejudicing a possible criminal 
prosecution, while at the same time making sure that the 
prosecutors do not — in appearance or reality exert direction 
or control over the FI investigation. If a USAO is brought in 
any time significant law enforcement concerns exist -- which 
could be very common in terrorism and espionage cases -- this 
delicate balance could be disrupted, and it could create the 
appearance that the FI investigation's true purpose was criminal. 
In addition, it may not be entirely clear at this early stage 
where venue lies; it therefore may not be clear which USAO{s) 



should be notified. 

In-stead, the USAO should be brought in only after Crim. Div, 
decides that DoJ should consider initiating a criminal 
investigation or prosecution, allowing the USAO to weigh in on 
this decision. Paragraphs A. 8 and B.6 of the draft procedures 
already provide for this. 

4 . Mary Jo suggests that the obligation to notify the 
pertinent USAO when Crim. Div. decides that we need to consider 
"going criminal" should be mandatory, rather than merely 
hortatory. Accordingly, she would change "should" to "shall" in 
paragraph A. 8 . 

I recommend making this change. The reason "should" was 

used was to provide some flexibility to permit non-notification 
in special circumstances ( e.g. . where there was a concern about 
leaks in a particular USAO, etc.). I believe that other language 

in this sentence -- specifically, that Crim. Div. and OIPR will 
contact the pertinent USAO "as soon thereafter as possible" 
provide sufficient flexibility to deal with such circumstances. 

5. Mary Jo would amend paragraph A. 9. aa follows: "Any 
disagreement among the Griminal Division, United States 
Attorneys, OIPR, and the FBI concerning the application of these 
procedures in a particular case, or concerning the propriety of 
initiating a criminal investigation or prosecution, shall be 
raised with the Deputy Attorney General . " 

X fecommend making this change. 

6 . Mary Jo suggests that for FI investigations in which 
FISA techniques are not yet being utilized, USAOs should be 

included earlier in the process. Thus, she would require notice 
to the pertinent USAO during such investigations as soon as Crim. 
Div. is notified that is, whenever facts or circumstances are 
developed that reasonably indicate that a significant federal 
crime has been, is being, or may be committed. 

I recommend rejecting this change. An FI investigation that 
goes anywhere is likely to utilize FISA techniques at some point. 
R\it if a USAO has already been brought in before the FISA 
techniques are initiated, it will be even more difficult to avoid 
the appearance that the FI investigation had a predominantly 
criminal purpose from the outset. As a result, the FISA court 
might even refuse to authorize FISA surveillance or physical 
searches if a USAO has already become involved in such an 
investigation. 

7. Mary Jo suggests that in an FI investigation in which 
FISA techniques are not yet being used, the USAO should, be 
notified whenever Crim. Div decides that significant law 
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enforcement interests exist . 

Z recommend rejecting this change for the reasons discussed 
in section 3, above. 

8. Mary Jo suggests changing "should" to "shall" in 
paragraph B.6. . ■ 

I recommend making this change for the reasons discussed in 
section 4, above. 

9. Mary Jo suggests adding "United States Attorneys" to 
paragraph B.8, so that when USAs are dissatisfied with the 
application of the procedures in a particular case, they too can 
raise the issue with the DAG. 

I recommend making this change for the reasons discussed in 
section 5, above. 

* * * 

RECOMMENDATION: That you sign the memoranda attached at Tabs 

B and C. 



Attachments 



cc : Merrick Garland 
Paul Fishman 
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U^. DeparUnent of Justice . 
The Deputy Attorney General 



Wasfitngroh, D.C. 20530 



U. S. Department of Justice 

Office of ihe Deputy Aitomey General 



Executive Office for National Security 



Washiitgum. O.C. 20530 



July 14, 1995 

MEMORANDUM FOR THE DEPUTY ATTORNEJ GENERAL 

THROUGH: Merrick Garland 

Principal Associate Deputy Attorney General 

FRCM: Michael Vat is,"! \,/ 

SUBJECT: Procedures for Contacts Between the FBI and the 

Criminal Division Concerning Foreign Intelligence and 
Foreign Counterintelligence Investigations 

Attached at Tab A are Mary Jo White's latest suggested 
revisions to the draft procedures, as well asi your own changes to 
her revisions. Attached at Tab B is a redlined version of 
revised procedures, incorporating your changes. Attached at Tab 
C is a clean version of the revised procedures, ready for the 
AG's signature. Finally, attached at Tab D is a second copy of 
the memo, originally sent to the AG on June 19, stating that 
these procedures do not affect the March 4 instructions governing 
specific FCI and criminal investigations. (1 worked this out 
with Mary Jo last month.) 

Per Merrick's request, I have discussed Mary Jo's proposed 
revisions with Jim Reynolds. Jim still believes that Mary Jo's • 
changes would require involvement of USAOs too early in the 
process --before CRM decides that we should initiate a criminal 
investigation. This would raise all the problems detailed in my 
earlier memoranda to you and the AG -- in short, if these cases 
are not carefully monitored and coordinated by Main Justice and 
FBIHQ, we run the risk of prejudicing potential criminal 
prosecutions down the road. 



Jim notes 
with some USAOs 
which are exper 
legal and pract 
criminal invest 
firGcedures that 
Jim agrees that 
afford CRM the 
appropriate to 



that CRM in fact is likely to consult early on 
, including the Southern District of New York, 
ienced with FI and FCI matters and understand the 
ical difficulties in coordinating intelligence and 
igations. But we simply cannot write into the 
we will treat some USAOs differently from others, 
your proposed changes to Mary Jo's language would 
necessary flexibility to decide when it is 
consult with a particular USAO. 



I RECOMMEND THAT THE AG SIGN THE MEMOS AT TABS C AND D . 



United Stati-a Attomey'f Offlce Mary Jo White 

SonthcniDiftrlct<)f New York United States Attorney 

United StaU* Courthcrase 
One St. Andrew'f Plaza 

New York, Prew York 10007 — ., — 
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TO: AjBsifi^aint Attorney Qeneral, Crlmlnail Divlalon 

Director, FBI 

Counsel for Intelligendc Poliey 

FROM: The Attorney General ^— ^ 

SUBJECT: Procedures for Contacts Between the FBI and the 

CrJ.mi.n&l Division Concerning Forelan Intelligence and 
Foraign Counterintelligence invest igarlonft 

The iiiroceduraa Contained herein, unlees othetrwiee apecified 
by 'the Ati:ornay Genaral, apply to foreign intelliganca (FI> and 
foraign cC'Unterintelligenca (FCI) invest igations conducted by the 
FBI, inclx;.ding investigations related to espionage and foreign 
and interr.ational terrorism. The purpose of these procedures is 
to ensure thait; Pi and FCI investigations are conducted lawfully, 
and that the Department's criminal and 
intielliger.ce/covLnterintelligence functions are properly, 
eoordinatiti d V 

A. Conca.etc During an FI or FCI InveafciQatlon In Which PISA 
flurve.llljtngft or fl»*rflheB are Buinq Cbnductefi 

1. If, in the course of an PI or FCI invofitigation 
utilizing electronic surveillance or physical ee arches under the 
Foreign Zsitelligence Surveillance Act (FISA) , tact ^ or 
cireumetairices are developed that reaaonably indicate that a 
fiigniCica"it federal crime has been, is being, or may be 
conunittedi the FBI and OIPR aach shall independently nocify the 
Criminal Jiivision I Notice to the Criminal Division ehall include 
the facte and circumstances developed during the invootigation 
that supp'iirt Che indication of significant fedaral criminal . 
activity. The FBI shall inform OIPR when it initiates contact 
with the Criminal Division. After thie initial notification, the 
Criminal liivieion shall notify OIPR before engaging in 
8ubstanti-i'« consultations with the FBI, as discussed in paragraph 
5. below. 

2. The FBI shall not contact a U.S. Attorney's Office 
concerninif such an investigation without the approval of the 
Criminal i)ivieion and olPfe. In exigent oircumatancee, where 
immediate contact with a U.S. Attorney's Office i* appropriate 
because o:l potential danger to life or property, FBIHQ or an FBI 



V 



field office auiy JR)c« aucix notliteacion. Th« Criminal Division 
ii»d OZ7K «bould Jdfe contacced and a<Svii;ed o£ ctia clrcusist:&ncee of 
tbe invefltigatvAuand the faces ourrouading the notifiCAtioiri a« (i^ 

3 . the Criiaiaal Division concludes that the infoxraation ^^-L?-<^ 

provide^^y tha FBI or OIPR raises lagititnata and significant 
crimlx^feliaw cnforcemant concerns, it shall inform the FBI and ' y . 
OIPRr-lCThereaf ter, the FBI may consult with the Crindnal Division i-7»^'~*'^ 
concaming the investigation to the extent described in 
paragraphs 5 and 6, below. 

4 - The FBI shall maintain a log of all contacts with the 
Criminal Division, noting the time and participants involved In 
any contact, and briefly eummartzing the content of any 
comtnunlcation . 

5. The Criminal Division shall notify OZPR of, and give 
OlPR the cpportxmity to participate in, consultationa between the 
FBI and Criminal Division concerriing an FI or FCI investigation. 
If OIPR if) unable or does not desire to partiaipate in a 
particular eotisultationi the Criminal Division will, after the 
consultation takes place, orally inform OIPR of the substance of 
the communication in a timely fashion. 

6. Consul tat ions between the Criminal Division and the FBI 
shall be limited in the following manner: The FBI will apprise 

the CrimiztAl Division, on a timely basis, of information , > 

developed during the FI or FCI investigation that relates to 
significant federal criminal activity. The Criminal Division may 
give guidance to the FBI aimed at preserving the option of a 
criminal progecution. (For example, the Criminal Division may 
provide advice on the handling of sensitive human sources so that 
they would not be comproThised in the event of an ultitaate 
decision t:o pursue criminal prosecution.) The criminal Division 
shall not, however, instruct the FBI on the operation, 
continuation, or expansion of FISA electronic surveillance or 
physical nearches. Additionally , the FBI and Criminal Division 
Should emmre that advice intended to preserve the option of a 
criminal prosecution does not inadvertently result in either the 
fact or tlte appearance of the Criminal Division's directing or 
controllir.g the FI or PCI invescigation toward law enforcement 
object iveit . 

7. In a FISA renewal application concerning such an 
investigation, OIPR shall apprise the Foreign Intelligence 
Surve ill arc e Court (FISG) of tha existence of, and basis for, 
contacts J;etwBen the FBI and Criminal Division, in order to keep 
the PISC .Informed of the crirainal justice aspects of the ongoing 
investigation. 
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8. in. Che event the Criminal Division concludes that 
eircumstaxicea exj/st, that Indicate tihe need to considar initiation 
6£ a crimizxal Inyaetigacioti or proeeciitiion^ it shall itnmediately 
notify OIFR. Thfe Criminal Division and piPR shall contact the 
pertinent U.S. Attorney's Office as sooii thereafter as poseible. 

9- Any disagreement among the criminal Division, united 
Scaces Attorneys, OIPR, and tha FBI concerning the application of 
these procedus^a in a particular case, or eonaerning the 
propriety of initiating a criminal investiigation or prosecution^ 
shall be raisfed with the Deputy Attorney General. 

B. Contciotfil During an FI or PCI Inveatioation in Which No FISA 
Surv<ii,j.lanee or Searcheq Are Being Conducted 

1. If/^'-i*.- She courae of an PI or FCI inventigation in 
which FlSh electraSlS'-Bwe9£till&TiGe or physical searches are not 
being conducted, facts pr eirCumstjanceB are developed that 
reasonably indicate that a Bignificant"~feda?a.l crime has been, ie 
being, or may be committed, the FBI shall notiTCy~-theuJSriminal 
Division. Notice to the Criminal Division ehall inolucI?r--thiB 
facts and circumatancea developed during the investigation tha^-^ 
support the indication of eigni£icant federal criminal activity/^ 

2. The FBI shall not contact a U.S. Attorneys Office 
concerning such an investigation without the approval of the 
Criminal division, and notice to OIPR. In exigent circumstances, 
where immediatie contact witih a U.S, Attorney's Office is 
appropriate because of potontial danger to life or property, 
FBIHQ or <in FBI field office may make auch notification. The 
Criminal Liviflion and OIPR should be contacted and advised of th 

. circumstiaiiccs of the investigation and the facts surrounding the 
notification as soon as poBsibla. y?^!,^- _ ^- ^ 

3. If the Criminal Division concludes that the information 
provided l;y the FBI raises legitimate and significant criminal 
law enforcement concarno, it shall notify the FBI and OIPR, 
Thereafter, the FBI may consult with the Criminal Division 
concerning the investigation. 

4 . The Criminal Division will be responsible for orally 
Informing OIPR of its contacts and consultations with the FBI 
concerning ouch an investigation. 

5. The Fiai shall maintain a log of all contacts with the 
Criminal Livlsion, noting the time and participants involved in 
any contact, and briefly summariaing the content of any 
communicaU ion . 

S. In the ©vent the Criminal Division concludes that 
circumstar.ces exist that indicate the need to consider initiation 
of a criminal investigation or prosecution, it shall immediately 
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notify 01 ?R. The Criminal Division and OZFR shall cozxtacc tho 
pcirtineat Accorney's office aa soon thereafter as possible. 

7. If, during an FX or FCI investigation, a FISA 
electronic surveillance or search is undertaken after tht FBI has 
consulted with the criminal Division, the procedures set forth in 
section A., above, shall apply. ^< 

8. Aay disagreement among the Criminal Divieion, T3bited 

6 bat as Attorneys, 01 PR, and the FBI concerning the application of 
these procedures in a particular case, or concaming the 
propriety of initiating a criminal investigation or prosecution, 
shall be raised with the Deputy Attorney aoneral. 
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July 19. 1995 



MEMORA 

TO: 



PROM: 
SUBJECT: 



Assistant Attorney General, Criminal Division 

United States Attorney, Southern District of New York 

Director, FBI 

Counsel for Intel l^enc^ Policy 
ThiB AttorneA 

Effect of p/bcedures Governing FBI -Criminal Division 

Contacts Dxifring FI/PCI Investigations on Specific 
Instructions Concerning Separation of Certain FCI and 
Criminal Investigations 




The memorandum issued by me today regarding procedures for 
contacts between the FBI and the Criminal Division concerning . 
foreign intelligence and foreign counterintelligence 
investigations does not affect the specific instructions, 
contained in a memorandum from the Deputy Attorney General issued 
March 4, 1995, governing the sepaiation of certain foreign 
counterintelligence and criminal investigations. Those 
instructions remain in effect . 




(Office ijf tl|e Mcrncp (icneral 

Ba0Mngton3. (£. 20530 



July 19, 1995 



MEMORANDUM 



TO; 



Assistant Attorney General, Criminal Division 
Director, FBI 

Counsel for InteMigence Policy 
The UnitecJ^tat^l Attorneys 



PROM : 
SUBJECT; 



The • AttOrnei 




Procedures/ for Contacts Between the FBI and the 

Criminal mvision Concerning Foreign Intelligence and 
Foreign Counterintelligence Investigations 



The procedures contained herein, unless otherwise specified 
by the Attorney General, apply to foreign intelligence (FI) and , 
foreign counterintelligence (FCI) investigations conducted by the 
FBI, including investigations related to espionage and foreign 
and international terrorism. The purpose of these procedures is 
to ensure that FI and FCI investigations are conducted lawfully, 
and that the Department's criminal and 
intelligence/counterintelligence functions are properly 
coordinated. 

A, Contact g During an FI or FCI Inves tigation in Which FISA 
Surveillance or Searches are Being Conducted 

1. ■ If, in the course of an FI or Fci investigation 
utilizing electronic surveillance or )f)hysical searches under the 

Foreign Intelligence Surveillance Act (FISA) , facts or 
circumstances are developed that reasonably indicate that a 
significant federal crime has been, is being, or may be 

committed, the FBI and OIPR each shall independently notify the 
Criminal Division. Notice to the Criminal Division shall include 
the facts and circumstances developed during the investigation , 
that support the indication of significant federal criminal 
activity. The FBI shall inform OIPR when it initiates contact 
with the Criminal Division. After this initial notification, the 
Criminal Division shall notify OIPR before engaging in 
substantive consultations with the FBI, as discussed in paragraph 
S , below. 

2. The FBI shall not contact a U.S. Attorney's Office 
concerning such an investigation without the approval of the 
Criminal Division and OIPR. In exigent circumstances, where 
immediate contact with a U.S. Attorney's Office is appropriate 



because of potential danger to life or property, FBIHQ or an FBI 
field office may make such notification. The Criminal Division 
and 01 PR should be contacted and advised of the circumstances of 
the investigation and the facts surrounding the notification as 
soon as possible, 

3. If the Criminal Division concludes that the information 
provided by the FBI or OIPR raises legitimate and significant 
criminal law enforcement concerns, it shall inform the FBI and 
OIPR. The Criminal Division may, in appropriate circumstances, 
contact the pertinent U.S. Attorney' s Of f ice for the purpose of 
evaluating the information. Thereafter, the FBI may consult with 
the Criminal Division concerning the investigation to the extent 
described in paragraphs 5 and 6, below. 

4. The FBI shall maintain a log of all contacts with the 
Criminal Division, noting the time and participants involved in 
any contact, and briefly summarizing the content of any 
communication. 

5. The Criminal Division shall notify OIPR of, and give 
OIPR the opportunity to participate in, consultations between the 
FBI and Criminal Division concerning an FI or FCI investigation. 
If OIPR is unable or does not desire to participate in a 
particular consultation, the Criminal Division will, after the 
consultation takes place, orally inform OIPR of the substance of 
the communication in a timely fashion. 

6. Consultations between the Criminal Division and the FBI 
shall be limited in the following manner: The FBI will apprise 
the Criminal Division, on a timely basis, of information 
developed during the FI or FCI investigation that relates to 
significant federal criminal activity. The Criminal Division may 
give guidance to the FBI aimed at preserving the option of a 
criminal prosecution. (For example, the Criminal Division may 
provide advice on the handling of sensitive human sources so that 
they would not be compromised in the event of an ultimate 
decision to pursue criminal prosecution . ) The Criminal Division 
shall not, however, instruct the FBI on the operation, 
continuation, or expansion of FISA electronic surveillance or 
physical searches . Additionally, the FBI and Criminal Division 
should ensure that advice intended to preserve the option of a 
criminal prosecution does not inadvertently result in either the 
fact or the appearance of the Criminal Division's directing or 
controlling the Fl or FCI investigation toward law enforcement 
objectives. 

7. In a FiSA renewal application concerning such an 
investigation, OIPR shall apprise the Foreign Intelligence 
Surveillance Court (FISC) of the existence of, and basis for, any 
contacts among the FBI, the Ctiminal Division, and a U.S. 



2 



Attorney's Office, in order to keep the FISC informed of the 
criminal justice aspects of the ongoing investigation. 

8. In the event the Criminal Division concludes that 
circumstances exist that indicate the need to consider initiation 
of a criminal investigation or prosecution, it shall immediately 
notify OIPR. The Criminal Division and OIPR shall contact the 
pertinent U.S. Attorney's Office as soon thereafter as possible. 

9. Any disagreement among the Criminal Division, United 
States Attorneys, OIPR, and the FBI concerning the application of 
these procedures in a particular case, or concerning the 
propriety of initiating a criminal investigation or prosecution, 
shall be raised with the Deputy Attorney General . 

B . Contacts Purina an FI or FCI Investigation in Which No FISA 
Surveillance or Sea rches Are Being Conducted 

1. If, in the course of an FI or FCI investigation in 
which FISA electronic surveillance or physical searches are not 
being conducted, facts or circumstances are developed that 
reasonably indicate that a significant federal crime has been, is 
being, or may be committed, the FBI shall notify the Criminal 
Division. Notice to the Criminal Division shall include the 
facts and circumstances developed during the investigation that 
support the indication of significant federal criminal activity. .. 
The Criminal Division may, in appropriate circumstances, contact 
the pertinent U.S. Attorney's Office for the purpose of 
evaluating the information. 

2. The FBI shall not contact a U.S. Attorney's Office 
concerning such an investigation without the approval of the 
Criminal Division, and notice to OIPR. In exigent circumstances, 
where immediate contact with a U.S. Attorney's Office is 
appropriate because of potential danger to life or property, 
FBIHQ or an FBI field office may make such notification. The 
Criminal Division and OIPR should be contacted and advised of the 
circumstances Of the investigation and the facts surrounding the 
notification as soon as possible. 

3. If the Criminal Division concludes that the information 
provided by the FBI raises legitimate and significant criminal 
law.enforcement cohcernis, it shall notify the FBI and OIPR. 
Thereafter, the FBI may consult with the Criminal Division 
concerning the investigation. 

4. The Criminal Division will be responsible for orally 
informing OIPR of its contacts and consultations with the FBI 
concerning such an investigation. 

5. The FBI shall maintain a log of all contacts with the 
Criminal Division, noting the time and participants involved in 



any contact, and briefly summarizing the content of any 
communication. 

6. In the event the Criminal Division concludes that 
circumstances exist that indicate the need to consider initiation 
of a criminal investigation or prosecution, it shall immediately 
notify ;OIPR. The Criminal Division and OIPR shall contact the 
pertinent U.S. Attorney's Office as soon thereafter as possible. 

7. If, during an FI or FCI investigation, a FISA 
electronic surveillance or search is- undertaken after the FBI has 
consulted with the Criminal Division, the procedures set forth in 
section A., above, shall apply. 

8. T^y disagreement among the Criminal Division, United 
States Attorneys, OIPR, and the FBI concerning the application of 
these procedures in a particular case, or concerning the 
propriety of initiating a criminal investigation or prosecution, 
shall be raised with the Deputy Attorney General . 
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